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4.33. Analysis of the concepts of defence in depth and diversity is one method
of performing the analysis described in para. 4.32. See para. 2.81.

4.34. If the analysis described in para. 4.32 determines that a postulated initiating
event in combination with a commeon cause failure of a protection system results
in unacceptable consequences. the design should be modified.

4.35. Complete elimination of all vulnerabilities of I&C systems and architecture
fo common cause failure is not achievable, but justification should be provided
for the acceptance of any vulnerabilities identified.

Diversity

4.36. The IAEA Safety Glossary [6] defines “diversity’ as “The presence of two
or more redundant systems or components to perform an identified function,
where the different systems or components have different attributes so as to reduce
the possibility of common cause failure, including common mode failure.”

4.37. Diversity is a way of reducing vulnerability to common cause failures
resulting from errors in requirements. design, manufacturing or maintenance, and
of including conservatism to compensate for the difficulty of demonstrating the
specified level of reliability.

4.38. Where diversity is credited as mitigating the effects of common cause
failure in the protection system, justification should be provided that the diverse
features actually achieve the mitigation of the effects of the common cause failure
that is claimed.

4.39. When diverse 1&C systems are provided, the diverse systems should not
be subject to the same errors in specification, design. fabrication or maintenance.

4.40. Probabilistic studies”’ should not treat I&C items important to safety
as fully independent® unless they are diverse and meet the recommendations
for functional independence, electrical isolation, communications independence,
environmental qualification. seismic qualification, electromagnetic qualification.

2 Probabilistic studies inchide. for example, reliability analysis and probabilistic safety
assessment.

2 In probabilistic studies, systems are treated as fully independent by simply taking the
product of their individual failure probabilities.
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Annex ITI

AREAS WHERE PRACTICES OF MEMBER STATES DIFFER

INTRODUCTION

ITI-1. There are a number of areas where the academic bases or engineering
practice supporting the design criteria for instrumentation and control (I&C)
safety are not widely accepted by all Member States. This annex discusses areas
where such differences were identified during the development of this Safety
Guide. It may be expected that the practices of Member States will evolve
over time.

RELIABILITY DETERMINATION FOR DIGITAL SYSTEMS

III-2. Software errors may lead fo common cause failure in redundant digital
systems if the same software is used in multiple redundancies. Thus, to estimate
digital system reliability, it is necessary to estimate the probability of system
failure due to hardware failure and, for some Member States, software error.
For other Member States, design errors (including software errors) and their
consequences are adequately treated only by qualitative analyses of the
architecture and of the design.

II1-3. Some Member States, when developing the I&C design basis, ensure
consistency between the reliability requirements of the I&C systems and the
probabilistic safety analysis by maintaining an explicit numerical reliability
target for each I&C system important to safety. Consequently, these Member
States consider numerical estimates of digital system reliability to be a necessary
element for demonstration of reliability.

III4. For Member States that apply numerical reliability to software, claims
of high software reliability are not demonstrable at the present time. Hence,
designs requiring a single computer based system to achieve a probability
of failure on demand (pfd) lower than 10~ for software need to be treated
with caution.

IIT-5. Some regulatory bodies that make use of numerical reliability estimates
for digital systems have established limits on the reliability levels that they
consider to be justifiable for I&C systems. For example, reliability claims for any
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— The consequences of a design basis accident do not exceed acceptable dose
limits if a safety system fails.

Analytical approaches

III-10. In making determinations on consequences as part of the analysis
described in para. 4.32, some regulatory bodies expect the use of conservative
methods; others allow the use of best estimate methods. TAEA Safety Standards
Series No. SSG-2. Deterministic Safety Analysis for Nuclear Power Plants [I11-1]
discusses conservative methods and best estimate analysis methods.

DIVERSE ACTUATION SYSTEMS

ITI-11. When digital systems are used to implement protection system functions,
it is not uncommon for the analysis described in para. 4.32 to find that common
cause failures within the digital protection system might result in unacceptable
consequences for certain combinations of common cause failures and postulated
initiating events. When this situation is encountered, a diverse actuation system
is often provided to backup the protection system.

IIT-12. There is general agreement that a diverse actuation system may
effectively mitigate the consequences of specific postulated inifiating events
in conjunction with a postulated common cause failure of a protection system.
There are, however, different approaches to the safety classification, the use
of digital diverse actuation systems to backup a digital protection system, and the
use of manual actuation to mitigate the consequences of a common cause failure
of the protection system.

Safety classification

IIT-13. Some regulatory bodies expect that diverse actuation systems will
be classified as safety systems. Some regulatory bodies allow them to be systems
in a lower safety class. Some regulatory bodies base the expected safety class

upon the reliability claims made for the diverse actuation system.

Technology of the diverse actuation system

IIT-14. Some regulatory bodies expect that diverse actuation systems will
be hardwired systems. Some regulatory bodies discourage, but do not prohibit,
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the use of digital systems. Some regulatory bodies allow the use of digital
systems if adequate diversity is demonstrated.

Use of manual actions for diverse actuation

III-15. Generally. manual actuation may be accepted as a diverse backup for
the protection system but the conditions under which manual actuation may
be credited vary. The range of accepted practices include the following:

— Manual action may be credited if the action is not needed in less than
30 min and human factors analysis has confirmed that a proper decision can
be taken and implemented within that time;

— Manual action may be credited if the action is not needed in less than
20 min;

— Manual action may be credited for actuation of engineered safety features,
but not for reactor trip;

— Manual action may be credited without restriction.

III-16. While the above illustrates the range of practices among regulatory
bodies, a regulatory body may take a different approach based upon the specific
situation proposed.

REFERENCE TO ANNEX IIT

[III-1] INTERNATIONAL ATOMIC ENERGY AGENCY. Deterministic Safety Analysis
for Nuclear Power Plants. TAEA Safety Standards Series No. SSG-2, TAEA,
Vienna (2009).
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