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Security of Radioactive Material in Use and Storage and

of Associated Facilities

il M OMRE O BUREWE L O BEE iR DX = U7
Proposed Action:

Revision of NSS No. 11 Security of Radioactive Sources

(2009)

AR DO X2 U 7 ¢ (NSSNo. 11 2009 4E) D &ET
Review Committee(s) or Group:

NSGC, RASSC, WASSC, NUSSC
Technical Officer(s):

Christina George

2. BACKGROUND (75 4&h)

Nuclear Security Series (NSS) No. 11, an Implementing Guide
on the Security of Radioactive Sources was first published
in 2009. The publication of NSS 11 preceded the publication
of NSS No. 20, Nuclear Security Fundamentals: Objective and
Essential Elements of a State’s Nuclear Security Regime, and
NSS No. 14, Nuclear Security Recommendations on Radioactive
Material and Associated Facilities, both of which sit at a
level higher in the hierarchy of publications in the NSS. As
a result, some of the topics and terminology used in NSS No.
11 have since been modified or updated in NSS Nos. 14 and 20.
The first reason for this revision is therefore to update the
guidance in NSS No. 11 to accurately reflect the subsequent
guidance provided in NSS Nos. 14 and 20.

FtXx=U7 43U —XNo. 11, BHEBFEOEX =V T ¢ (ZBF
% ERfEEHE 2009 I NS HAT S 4172, NSSNo. 11 1 NSSNo. 20

X2l T 4 FEATE) O NSSNo. 14 (ESHEMERE) X
DERATLIZHDOTHY W SCEFINSS VY —XDLEOFTEDY
B HDXETHD, TORE, NSSNo. 11 OFTHEHIND
FEBIOHED Y BLOW D0k, ZLIFBE® NSSNo. 14 B &
N2 IZBWTEEENT=EHSNELE, LERn-T, 20
WETORPIOFH L, NSSNo. 14 BL O 20 IcB W Tt s 4
A B A IEHEIZ T 5 72812 NSS No. 11 D DFEF 2 5 H 9
5T,

A second reason for amending NSS No. 11 is to bring the
structure of guidance documents for radioactive material and
associated facilities in line with the approach being taken
for documents in the NSS related to nuclear material and
nuclear facilities. An Implementing Guide based on NSS No.
13, Nuclear Security Recommendations on Physical Protection
of Nuclear Material and Nuclear Facilities
(INFCIRC/225/Revision 5) is currently under development
(NST023). The intention of revising NSS No. 11 will be to
provide a comprehensive structure in a parallel manner to the
implementing guide based on NSS No. 13, but for application
to radioactive material, associated facilities and
activities.
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NSS 11 BHEEETLHH _—OBMIX, EWE & sk & BRI 5
NSSOHTLEDZDITHELNTWDE T 7 —F 20t > Tk
MEBLOBEETIHEOT- DO OEICE->TkDZ &
<9,

NSSNo. 13, EWE Kk O s OB iE BT ot X2 U 7
+ 7 (INFCIRC/225/24 5T B IC &S\ FEhfadtix, HAER BT
T4 (NST023), NSSNo. 11 A &EI 9 % EXIL, NSSNo. 13 FITHKED
W2 FEHE T A RIZIATZR00 5C, o e . B fE 3% 35
K ONEEN~DEH O 7= DI OiE e tgiE 2 it 25 2 & T7,

A third reason for revising NSS No. 11 is to establish a more
comprehensive implementing guide which includes additional
guidance on topics that are not covered substantially in the
current version. Specifically, this includes: broadening the
scope of NSS No. 11 to include all radioactive material (as
defined in NSS No.
expanding on the concept of threat assessment (as applied to

14) and not just radioactive sources;

or States without
and a more detailed presentation on
It should be noted that a
separate Implementing Guide on Security Management and
for Material,
and Associated Activities is currently under

radioactive material and facilities,
nuclear material);
security management elements.
Security Plans Radioactive Associated
Facilities,
development (NST024), and once completed, consideration will
be given to merging this document as part of the revised NSS
No. 11.

Following the amendment of NSS No. 11, additional technical

guidance on specific topics may be developed as necessary.

NSSNo. 11 Z&FT T 258 =0 HBIX, BT TAREMIZ A N—&
MR WFEIICE L CEBMOE#H %2 & L0 A iGN 2 Eifi et %
WL 952 & C9, BERMIZIZ. 2o b oz E A T ET:
T RRIE 720 T < S (NSSNo. 14 O i TEFES L TW
5H) T _XTED LTI NSSNo. 11 O A& A KT 5 =2 &%
BT R B e VB iR . & D WX E O 72 W [E N2 5
HAEnN2 L5100 &Ic oW THERTIZ EsFhkxaU T
S EHERICEHLTH - EFEMARF, TNIEFEFERE SN RET
T, R EYE . BE R K O BEEIEE Ot X2 Y T o FHEE E
X2 VT 4 OFFEICEET DB O EhfREHIBAERE R TH Y
(NST024) , 5ERK L721£121X, 24iT NSSNo. 11 & —fi & LTI D
ERAHSINLI2FE2EET L LICEESINRDLIARETT,

NSSNo. 11 DIEITHWVT, BEREXITIE, FFEDO M v 71T
B L CH R EIRFESHIBE SN TV a s LILERH A,

<SEEH>

NSS No.14 #)&

S ) B OF B i B AT
B4 atx=Y 7 (B

i P

113, KXCEX., BER S
MEBElEEFT %
BERLEXEFEZLEGAE
BEObHLITAENIET 51
DI, HOFEY - B i 5%
FOEEEEH O X2V 7
ACHEHT 5, SRR Y
BHIlZiX, EE (ks b
£ 910) . BEBRIE, HFEE
D S ) 8 e OVHU 1 BE
W& GTe,

3. JUSTIFICATION FOR THE PRODUCTION OF THE DOCUMENT (33
YERR D 124 1k)

The current version of NSS No. 11 provides guidance on the

regulatory aspects and physical protection systems for
radioactive sources. There are a number of topics introduced
in NSS No. 14 for which more detailed guidance in NSS No. 11
is necessary. Further, some of the terminology and concepts

have evolved in the time between the publication of NSS No.
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11 and NSS No. 14, thus requiring that NSS No. 11 be updated
to reflect these changes in the higher level document.

BAATHL O NSSNo. 11 X HHRIRE D 7= D O I W BRI PHE > A T
DB THHA X A &AL Ty, NSSNo. 14 (23 A X7z
2L OFEENRHY, b o & NSSNo. 11 ITBWTHREINTHA X
VARMETHDLH, IHIZ, HFEEEHMED I LoV bk,
NSSNo. 11 33 JZ TV NSSNo. 14 O IR ORI THRE L TEB O, 1
WED, T0VEVWLRLOLEDO NS OELE KT 57280
(2, NSSNo. 11 WHHFH INDHZ EMRODBHILET,

First, NSS No.
the function of security management. NSS No.
the security management function by identifying some of the

14 introduces security functions, including

11 expands on

necessary security measures to achieve the objectives for
different security appendix
containing examples of elements to be included in a security
neither NSS No. 14 nor NSS No.
the specific elements of security management or security

levels, and provides an

plan. However, 11 describes
plans in great detail. This is one area which could be greatly
expanded in an amended version of NSS No. 11 (unless the
separate Implementing Guide on security management and
security plans is retained).

BAIC, NSSNo. 14 %, ¥ =2V T 4 BHOMELZ G X2V
T AEEEEALE LT,

NSSNo. 11 (%, b tX=2U T 4 « LUVOHMEENKT D72
DICHEREX 2T 4 EDI LW O aEET L2 L
WXV, EXx 2 U T @RIV THRL, X2 7 13
HIZCEHOONIEZDOFlZ G A THAIEEZEEELELE, L2
L727235, NSSNo. 14  NSSNo. 11 &, X =2 U T o BH 213k
X2 VT A DOFBEORFEDERIZOVTIEFICFHELIREZB LT
WEH A,

Also foreseen in the revision of NSS No. 11 is a broadening
of the scope to include all radioactive material in use and
storage. This topic requires careful consideration of the
existing categorization scheme for radioactive sources and
significant discussion may be needed on the categorization
of unsealed radioactive material. This discussion will occur

early in the development of the document.

ZHE, NSSNo. 11(b L, EF 2T 4 BHE X2 T 0 DEF
WHZBAT BB DM T A RBERA L I Tl oEES i
TN —=2a v ORTIHEFIIERETHAZENTESL 1 DOHHT
T, IS, FEHERE T OT X TO RS MY E 2@ % A
AT EMNNSSNo. 11 OHEGETTTRENET, 2O My 71T,
WO IR OBEFOX 5 OMEEER L ET, £z, EELEMIT
FEEE MR CEOX I L THLEN L LILETA, 20
deam 2y, XEMRFTOMMIZALDLTL X I,

BUAT OB EBRIR O X 5343 11T
DT, IR E T E BRI O
i) A 1) S0 R R ik il L
BOWTHWLRTWD,
BEEBILOX 5o 2 EE
Lkt AN DB &5
SR DRI Z i L, 5y 7R
WHRMETH D,

L, BATOBEBRIEOKX 3 %
ERTDHE L OFEEZT~D
JEAmEIZ % < O NHEJR & FER
Mhmnd, LinL, KoDER
2 &0 LSS AT,
FEHMIC A CTHEHY 2T 2
U7 4 XERICETHZ Ll
LAREE L 5D,
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BERIR & Eb T IR ERRIR
. FORSRE. RN
WHL, W EEAT R ORER. A
REREICE X DA TRV L
B ZHIVD, FEEERIR O R
(FEH 3 25 &, Htae,
&) o, X35 07k
WNVETH D,

HARBY 70 45 81 & 1ER 3~ D AT,
FEHE BB R oE B D X 4y
BT 5+ ek Et & N E
DRIEEHDLNE,

I B PE R T 3 D X 4y
W B 9 5 RE M A fiF B &
APPENDIX (ZFR# 9 5 X,

Threat assessment, as it applies to radioactive sources and
facilities and how it can be used in States without nuclear
material, is another concept introduced in NSS No. 14 and not
developed sufficiently in NSS No. 11 to be useful for readers.
Specifically, methodologies such as the Design Basis Threat
should be evaluated for relevance in States with only a few
facilities or radioactive sources or more detailed guidance
on performing and using threat should be
provided.

assessments

BEGEN, N RIR S fERR ICEA TE A L L b, F,
ZTNIEFEDLIICEMEDORWETHEMAT LI ENTE DM,
NSSNo. 14 IZEA N2 D L FBOETH Y, S IT& D
BEIZIZ NSSNo. 11 DI THAFICEIE SN TV o 1,
BARMIZIE, BRHEMEE O X 5 25 EmIE. 1ZADLE DN
HHWVIHMHBIBEEZAETHEOEDICIT L - RSN 5
TH D), ITEBEFEMOME A K OFEGIZE T 5 X0kl Sz
ettt sn s & Th 5,

BRI E i S TV 27Xt R
WEExF2U T 6K E LT
LANHERET D HEN D D,
ZNEADTEHT L7201,
B B 70~ & 6 BE 70 6t R A 8
SHT T e ADOREHEN L E
ThH oD,

BT OFE RN D Lk
X2 T4 REREST DS
a2, BARIciii Ensd
REXThHD,

11 should be
of the
Recommendations in NSS No. 14 and to ensure there are no gaps.

Third, the structure and content of NSS No.
evaluated, revised and updated to reflect all

% 312, NSSNo. 11 OfiER LW AE L. NSSNo. 14 O H DT
DODEIEZRKL, WOFXF ¥y v BN & BEIEITT H7-DICEE
fli &4, SET &4, BHSNDH & TT,

During the course of revising NSS No. 11, the Secretariat
intends to convene smaller working groups to consider the
application of NSS No. 11 to all radioactive material in use
and storage, and the concept of threat assessment applied to

radioactive material and associated facilities.

NSSNo. 11 O e&FTOMIZ, FHERIL, FEHEOREFROTXTO
T % L C NSSNo. 11 Dl 2% 2. B X OUrSE%mE
BLOBEMERICHE T 2EEEEHMOMEEE 2572012, &
WINESRU =% F N —T%{/ET 5580 T

BRI &[RRI, /NS 72 W6
ZAERL U TR AN IR BRI
DX ZigEm L. € ORER
IR MBEIZ =2 A > R &R
ODAHRRIZ LT ER RN,
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4. OBJECTIVE AND SCOPE (B B9 &% Ui & pH)

The objective of the proposed publication is to provide
comprehensive guidance to States on implementing the
recommendations in NSS No. 14 and to provide additional
guidance on some specific topics. It will also expand the
scope of the current NSS No. 11 to incorporate new guidance
on threat including threats associated with unsealed
radioactive material, as well as categorization of unsealed
radioactive material for establishing a graded security
approach. Guidance for these two topics will need to be
discussed and developed in 2014, before the findings are
incorporated into the revised document.

A O BE9IX. NSSNo. 14 O OIS O FEfEIZE L TEIZS
LCRFER R TA X At L, S0 ODDRFED M E v
7 FOWRITA X AT S 2L T,

BT T 47 —F DO DI IEBEEEYE O X
T ETRARIC, FEE B O B B L B R SR L
A B FE A NSSNo. 11 (2 Z05A A C il FH &6 P & L9k 4
BHe TN ZODFEEOIESIT 2014 FFICEM LB SN LHE
BV, ZORFITUET CEICHAAEND,

The scope of the publication will therefore be the security
of radioactive material in use and storage, and of associated
facilities and activities. This may also include radioactive
waste 1in storage provided it meets the definition of
radioactive material contained in NSS No. 14!

L7223 - T R o 3 & DE 1 B K OME S o o i e e
BIOEEFB L ONEFE O T 4125 TLEY, ZH
E. SOICREROBAMEREDZ /LTINS LILER A,
ZHiE, NSSNo. 14 IZE EN TV A MEMEMEDERICEEL £
7,

The security of radioactive material in transport 1is
addressed in other guidance and is outside the scope of this
publication (NSS No. 9 to be revised as NST044).

WETOKRAEDEO X2 T 23O T A X A TEY
FH(NSS 9 &, NST044 & L CkET&aN D). Z oY o &
FHAN T,

1 From NSS No. 14, Radioactive material is any material
designated in national law, regulation, or by a regulatory
body as being subject to regulatory control because of its
radioactivity.

5. PLACE IN THE OVERALL STRUCTURE OF THE RELEVANT SERIES AND
INTERFACES WITH EXISTING AND/OR PLANNED PUBLICATIONS
(B35 v U — XD 2RI E O F T O E & OB X TG
WO E DA X —T = —R)

Once revised, NSSNo. 11 will remain as the single overarching
implementing guide for radioactive material and associated
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facilities in the NSS document hierarchy. It will sit below
NSS No. 20 (the Nuclear Security Fundamentals) and NSS No.
14 (Nuclear Security Recommendations on Radioactive Material
and Associated Facilities), and will be a parallel document
to the corresponding Implementing Guide for nuclear material
and nuclear facilities (NST023, wunder development).
Following the revision of NSS No. 11, further technical
guidance on specific topics may be developed as necessary.

— HgET & 407- NSSNo. 11 1%, NSS STERE P oS EmE B X
OBHEE % O 720 O H— O @ fE EfEfa#t & L TR 5, i,
NSSNo. 20 (B & F = U 7 ¢ FEARSCHE) 35 L OVNSSNo. 14 (S EmE
BLOBEGERICET A2 T 485 O FALICALE L.
EWEF L O iR (B FE B > NST023) D 7= 8 O F i 45 #1231 4]
DXEIZRDTL LI,

NSSNo. 11 DHETICH VT, HEIZIN LT, ¥FED FE v 712
T HHEMREIBEE SN L LIVER A,

NSS No. 11 has interface with and is intended to be read in
conjunction with the Code of Conduct on the Safety and
Security of Radioactive Sources, and a number of existing
standards, including, the Categorization of Radioactive
Sources (RS-G-1.9), the Safety of Radiation Generators and
Sealed Radioactive  Sources (RS-G-1. 10), Radiation
Protection and Safety of Radiation Sources: International
Basic Safety Standards - Interim Edition General Safety
Requirements Part 3 (GSR Part 3), and the IAFEA Fundamental
Safety Principles (SF-1). NSS No. 11 may also interface with
a number of practice—specific safety guides for radioactive
sources which are currently under development.

The revision of NSS No. 11 will include considerable
interaction with NSRW and the IEC.

NSSNo. 11 1%, MEHBFE O L2 L X2V T 4 %< DL
He o o o LMZHENDIFZEML, /A LV F—T 2 —ANRHY
F9, IBI, BEERTOZL OREEHEA VX —T = —R
N ET,
NSSNo. 11 @ kT I%. NSRW & IEC & DARY AR EAEH 2 & A T
HTLX I,

6. OVERVIEW (=)

The overall structure of NSS No. 11 should not change
significantly. What will change will be some of the
terminology which will be updated to reflect NSS Nos. 20 and
14, as well as some technical topics which will be addressed
in significantly more detail. Other topics currently in NSS
No. 11 may be reviewed and revised to reflect feedback from
States based on actual use of the document since its
publication in 2009.

NSS Noll OEEEEIFIRKRELSEE T REI TRV, BHTDHH
DX, 7RV FEMICEFI SN D WL OO HETH R ey 7 & F

NSS No.1l DR ZZE L 722w
FIFEKTHD, LL, LT
OEHE X, FEMICER S D~
xThoD,

« JE9E B RN T 58 O X 5
BT 5 H
BT O )5 15 L o BRG]
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FRIZ. NS SNo20 B L DM 14 A RXMET 572D HHT <D HEED 9
HOWL DI DTEA D, BIENSS Noll oMo b E > 7%
2009 DD HRLLKR, LEOEEOMEAIZESWZAEHNL
D74 —FRy 7 ERMRTHEDIZLE2—KOKETSND 0
HLaven,
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7. PRODUCTION SCHEDULE: Provisional schedule for preparation
of the document, outlining realistic expected dates for:
(WER A 7 ¥ 2 — v LEDOEFOE ERN IR AT ¥ 2 — i, L
TOHENIZHEESND AFREZRT, )

STEP 1: Preparing a DPP

STEP 2: Approval of DPP by the Coordination Committee

STEP 3: Approval of DPP by the relevant review Committees

STEP 4: Approval of DPP by the CSS

STEP 5: Preparing the draft (Note: This step may include
one or more consultancies to consider specific
technical topics to be expanded in the revised NSS 11)

STEP 6: Approval of draft by the Coordination Committee

STEP 7: Approval by the relevant review Committees for
submission to Member States for comments

STEP 8: Soliciting comments by Member States

STEP 9: Addressing comments by Member States

STEP 10: Approval of the revised draft by the Coordination
Committee Review in NS—-SSCS

STEP 11: Approval by the relevant review Committees

STEP 12: Endorsement by the CSS

STEP 13: Establishment by the Publications Committee
and/or Board of Governors (for SF and SR only))

STEP 14: Target publication date

8. RESOURCES (‘&)

One or more consultancy meetings may be required to discuss
certain topics to be expanded in the revised NSS No. 11. The
results of these consultancy meetings will then be used to
draft revisions to NSS No. 11. IAEA staff will undertake a
review process with key stakeholders in order to obtain input
and finalize the draft revision of NSS No. 11 for
consideration by Member States, and approval of the
committees for publication.

1 DU EOEMESENLFT SN NSS Noll DILAIEDLH D
FEY ZIZOoOWTERT HIEExERINLIE LRV, 21
HOHEMAEEEORERIL. NSS Noll OWEFTEHEEZERT A0
W END, IAEA R X v 70847y MERE L., IEEIIC
K DMFT DT D NSSNo.11 D IER Z HEE T H 72T, EERF]
ERGRE L ORI R EERL TV,

(4) %5 4 [8] NSGC T2

HER o SCEEREE AR STz, NSS Noll Okl OFEMH X, NSS Noll o HRREA
BEICHERL SN AR LS CELES ST, S0IC, BN ELSNIEX2 U T
A, BXx =2 VT g, BREGHE, BT HERO LD Tl EoMEEBHE L. Bl
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1T O3 & & B SRR O T R TOMNMEDEITIERT 22 L Th D, AEMIFHOHEE
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HHAUN=REM LB EATGRAICS D BB LWIFEOHNFIXLE2—3h
HRETHLBBIIATHY, WETIERW), DAL=, BRPEHBRIFL OB
WHEWE L ZOBEER NI N—ENTNWD I L Z2ERTIDICHRHT L L 2EEL
Too AFERIGE TIIBHMEWEDO X 2 VT 1TSS 0 Z v KA HELNTHRET T 2 02
WD, BHMIROZRLE X2 U T 4 ICHT2ITERGEE OBRSEOMBEZ LT 22 &
MTELHENEGEMBE AL FORNHIHAMEET S 2 ERREIS N, HEIC [vx—U R
YEURT AL LW HEEOMAIZ. FRICHIG L TRERGE] bBEINDIRETH D,
Inboa R bl &I SCEAEGHIITRR S LT,

(5) FHAEOFHERE & D

NST048 D SLEAEALFIENCIX, BBE S TWRWBIHMEMEOX G L X 2 U 7 4 3RO
AL OW TR ZGT 2 5 #lA S5, £ 2T, Fed = o B E R 1k kxS F T
DH L W 12 &0 9 ITHET ZEMBRELZ T 2T UE RS2 VWEENICONT, #E
ENTOVARWIEF RN TR ORTERAE I &2 RE L, BAMEWE IR D &L EEIIHFEA D
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#1-4 B'Cs ®DfE (0.1TBq) % AW 7= R

X4y (*7Cs) FERPTE ik )
I (=100TBq) 17,405
II (1TBq~100TBq) 49,7405
Il (0.1TBq~1TBq) 211,405

#F1-5 P ®DfE (10TBq) Z MW7~ fk &

X5 (°°P) FERIE Rk )
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Il (10TBg~100TBq) 7,405
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Protection and Safety in Nucleonic Gauges
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4. RADIATION PROTECTION
PROGRAMME

4. S RRBIE T 0 7T A

Safety—-security interfaces:

w2 VT A DA E—T 2 — R

4.57. The Government may have designated a
Responsible  Body for the
interfaces between safety and security in
This may
be the regulatory body if the regulatory
body has responsibility for both the safety
and security of radioactive sources under
the regulatory infrastructure.

managing

relation to radioactive sources.

4.57 BUMIE, BHBRIRICBET 2 Ze L tFx a
V74 O DOA L X —T7 2—ZADEBDT- D
DETOHDIHAREIRET HI ENTX D,

JRHIREEI SR B o T, EHRIR O L ek
IR EXF=2 VT s OMGITKT HEMEEZFF-
TWHIUE, 2B T Ly,

Typically, the interface of safety with the

security of sealed radioactive sources
involves coordination between the State’s
regulatory body,
of

and

intelligence community,

law  enforcement, and ministries

defence, transportation,
affairs.

authorities

interior,

Customs and border
may be
establishing arrangements
including the

security.

foreign
involved 1in
for

also
security,

interfaces of safety and

— I, BE I BRI Z 2 LR
Fa2 VT 4D F—T A A%, HOEH
BEBE . HIHIHERE ., EBITHEEE . NBE . B,
ik, ARXOBITHOREELZLELTDH, B
BEEEYRITEL, Zett X2V T o
DA VH—T oA A2 EGT, BXx=2U T 4
DIZHDORV RO ZMNLT HZ EIZEHE LT
LS AN

4.58. The primary nuclear security concern
relevant to well logging relates to the
possibility to
and particularly theft. Nuclear

of unauthorized access
sources,
security measures are therefore discussed
primarily in Chapter 8 on the control of

radioactive sources.

MTEMREICEET A FE X2 T o
X, BIE~ORIET 78 2B L OERICHGERD
AREMEICBERE RS D, LN -o T, X
VT 4%, & L TREBRIEOERIZS
WTH 8 E CTilm LD,

4.59. Nuclear security measures could have
an interface with the radiation protection
for the of
sources for well logging in relation to

programme use radioactive
Information on the
of
radioactive sources and the safety measures
in place, which safety considerations may
indicate should be readily accessible, may
be of potential value to a nuclear security

threat.

access to information.

locations and characteristics

BtXx= U7 XKL, BHR~T 78R TD
7 DI BEE 3 2 BT R JE o B BRI o 5 R
SOWT, MERI#E T ST LA X —T
T —RAEBEFOILENTE S,

W BRIR O REE E GO TR &L B2t D& K
HENKRFBICT VB ARETHALZ 2T
b LN WHEBOZESEIT, Xl
TABEA~OBENMERS 206 Livk
W,

Therefore security considerations may
indicate a need to protect the
confidentiality of some sensitive

L7eRoT, EF =2V 7 4 BEFHITL,
DINDEENE MO ENE 2 i o0
RIS aRbL, BExaUT 4 OKE

<
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W
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information. Guidance on the protection and
confidentiality of sensitive information
in nuclear security is provided in the IAEA
Security Series [xx]. An
appropriate will to be
maintained between the availability of
information for safety reasons and the need
to for

security reasons.

Nuclear

balance need

protect sensitive information

2 vk

DRELTWEBICET 2045 20%,
IAFA X =2 U7 02U —X[XX] TR
TW5, W7 2%, Z4 EoEB N
SIEROFHAMEEEX 2T 4 FOFREND
BEEmEPiET 20BN L O THERF S
HVEND D,

8. CONTROL OF RADIOACTIVE SOURCES

8. JACHHRRIR O AE B

Nuclear security considerations

EtXx=2U7 1 DEE

8.5. As noted above, radioactive sources
used for well logging can and have caused
serious accidents, and it may therefore be
assumed that there could be a significant
impact if these sources were to be used for
The following

intended to provide a brief overview of the

malicious purposes. is
security issues that need to be addressed
in the pertinent
security the
guidance itself, the reader should refer to
the relevant publications in the TAEA
Nuclear Security Series. In particular, NSS
No. 14 [REF] provides recommendations to
States and competent authorities on how to

to implement,

and that are covered

guidance. However, for

develop or enhance, and to
maintain a nuclear security regime for
radioactive material, associated
facilities, and associated activities. NSS
No. 11 [REF] more specific
guidance to States the
development of regulatory requirements for
NSS

on

contains
assist in
the security of radioactive sources.
No. 9 [REF] information
improving the of
material during transportation.

provides

security radioactive

FRLLZ LT, MFRREICHEH I D h
MIULERBRFLORK & 7201, £ LT,
TP INGDOBHNBIENERH L HW
Wb D Z ol E. ERpEEL
DT ERBEINDNE Lty LTI,
RO b2 ER LY, BARToEF2Y
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et 2d, LnhL, IAX LV AHFIZOWT,
X TIAEA X2 U F 0 2 U — X0 EEd
LM ESR U HiER 570,
NSS Nol4 1X. JASTEYE & B it 5% K QN3
HHOEEX 2 U7 ¢ REI OB, ik, 3
LR OHERT 27200 FE2EB X OGS EIC
&L TWwWb, NSS Noll 13X, MR O & X
2 U7 4 OIEMERFEOBBIZOWTEHEZ
XETLHEODOX VR TA X A E
Te, NSSNo9 1%, HEHF DK EME DX =
V74 Zm ESELEREERL TS,

Ery
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8.6. Nuclear security aims to prevent, or
to detect, delay to
unauthorized access to radioactive sources

and  respond
that could lead to loss of control over
them. The possible accidental loss of well
logging sources, which may have security as
well as safety implications, is addressed
through safety measures of the
described The primary security
is therefore the possibility of

theft or sabotage of radioactive sources

types
above.
concern

Bex=alT7 i3, BARKEOFEHOHEKIZ
BBLAEEDODHLENE~DRIET 7 R
OFjIk, fra, BiE, Micx BFET, X
U7 4 12Tl e~ EN D 5D
b L AU 72 U H T R R BRI O A Y 72 Ay 2
ORREMEIT, ERICRRB S NI Z A T DR
MREZML TRV BEOND, FELEx2Y
74 EoMBEIR. 2z, BEBRIEO
L ERIEAT R DO REMETH D,

8.7. Safety measures designed against the
loss of radioactive sources will often also

TS BRI D f S 2 LR EF S e 2 At R
T, TN S OBFEOEBUIIK L THZEMT
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be effective against the theft of those
For sources, for
example, it that the
security measures described in the Basic
Safety Standards [REF] are used. However,
the element of intent involved in theft
that additional
and additional and/or different

sources. Category 4

is recommended

means considerations

apply,
security measures may be needed against
theft.

A, BT AV —4 OBIEOEE ., Bl xIX,
BSS Ic@# &N TWABEF 2 U T ¢ it
s Z ERMERIND, LLRRL,

BB L TV EEOERITEMDOEE
NEHINDZEZERL, L TEMNMNVE
TR E2X 2 )7 o XRPEEIUK L&
BLEInsHnH L7,

8.8 The first step to address this concern
would normally be to perform a threat
the purpose of which
determine whether there

assessment, is to

a potential
The
presence and type of potential threat will

is
threat to the radioactive material.

have an impact on the security measures that

a State would require of licensed
operators. The threat assessment will
depend upon the specific locations and

circumstances in which the sources are used
and stored.

ZOMBIZXHLT H2DD0KMND AT v T
X, B, BEGEHh AT L TH A,
Z O B BT S T T D TR R T B R
WHDHNEI DY THZ L ThD, BEN
BB DOFEEB I OZ A 71, BB H
FICERT DX 2V T 4 /ARICEEEL KT
TEA D, BRI, BRI S U RE
SN EDOMEL L ORWICKGFTDHEA
76

8. 9.
security measures is to assign the source
In the IAEA’s
recommended categorization scheme based on
safety considerations [RS-G-1.9],

The other major input to designing

to a categorization scheme.

sources
and generators used in well logging are
generally considered to be Category 3 and
4 sources.

ZTOMOEX 22U T 4 ROXFIIHRD ER
lﬁﬁ\%ﬁX%~AKﬁﬁ%%D%15:
EThDH, BEMBEITE S\ TAEA OHELE
SNnT=m ﬁx% 2 [RSG-1. 9] CiL., #1 Fk)=
THASNIHBEBLORALEEB X, T2
V=3 L 4D THDERIZEZDLND,

8.10. Sources then need to be assigned to
a corresponding security level, using a
graded approach based on considerations of
threat and the relative attractiveness of
the material for use in a malicious act.
Under the TAEA’s suggested graded approach
for security, such well logging devices
would be assigned to Security Level C (NSS
11 paragraph 4.2.3, Table 5).
security goal for Level C sources is to
the likelihood of wunauthorized
removal” by
security measures (NSS 11 Section 4.1).

The overall

“reduce

implementing appropriate

BIFX, TN BB OBE & RIEITAICH
WD T2 D O W E D FE RE e ik 12 S < B
WFEEFERHLC, T8 =207 1 -
LALIZEID Y TONDMLENH D, TAEA O
X2l T 4 ODITRE I NS FIE
DOFTIE, ZOX I et FTRrE#SIZIEX =
)%4-VN»MMSMN355742M%
—TNNICEHI DB TCENDEAH, LLC
ﬁﬁ@5%%ﬁkénjr4®ﬁﬂi\ﬁﬂ
X2 VT %K (NSS 11 B 27 g 4.1)
FHERETHZ LT, TRIERBEIO RS A
o'zt Thb,

8. 11.
procedures
protect

unauthorized removal or loss of control to

Security systems and management
would then be
material

developed to
radioactive from
the necessary level. The security measures
required for each security function for
Security Level C are described in detail in

X2 VT4 AT AEEERTBIEIT,
O ARIE 72 BB & HilHEH 0 32K & HUR B %
VBRI T D DI SN D72
59, BX2UT AL C DXl T g
e LICERESNDEX 2 U T 4 xR

NSS No.ll D %5 75 7 4.3, 1 IZEED iR &
héo
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NSS 11, paragraph 4. 3. 1.

8.12. It should be noted that due to their | ZI 6D/ #HEHEMEBIORENLLRN EA L
small size, portability and the fact they | Z&RHENDL HIELS THEWTWMERAIN S
are most often used far from any secure | L WO HBHED- D, #H FRHREHEISH AT &
facility, well logging devices may need | OMFEH L TWZRWE Ol 5122 T 8 1 £
additional security measures or procedures | EIN T, BHTFICH A L EHRIET A0
to ensure they remain adequately protected | IZIBMEF =2V T 4 MENLFIEEZSLE LT3
and under control both during use and while | b LN WZ L IZHEET AHARETHDH, *
they are not in use. The specific details | ® X 9 72 B IN4EE O K5 & O FE A 132 B G I
of such additional measures will depend on | X A7 5 9,

the threat assessment.
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9. NUCLEAR SECURITY CONSIDERATIONS

9. BEx=2VUT 1 EE

9.1 The security of radioactive sources
aims to prevent, detect, delay and respond
to to
sources. Since radioactive sources used for

unauthorized access radioactive
well logging can and have caused serious
injuries, it may therefore be assumed that
there could be a significant impact if these
sources were to be used for malicious
The

intended to

following paragraphs are
awareness about the
security issues that need to be addressed
and which are covered in detail in the IAEA
Security (NSS)
publications. In particular, NSS No. 14
[REF] provides recommendations to States

purposes.
raise

Nuclear Series

and competent authorities on how to develop

or enhance, to implement, and to maintain
a nuclear security regime for radioactive

material, associated facilities, and

NSS No. 11 [REF]
contains more specific guidance to assist

associated activities.

States in the development of regulatory
for the security of
NSS No. 9 [REF]

the security of
material during

requirements
radioactive sources.

provides guidance on
radioactive

transportation.

9.1 JREBIR DO X 2 U 7 1%, BRI ~D
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Safety—Security Interfaces:

X2 VT AL HF—T 2 —R

9.2 Safety measures and security measures
have the common aim of protecting human
life, Safety
measures and security measures should be

health and the environment.

designed and implemented in a coordinated
manner so that security measures do not
compromise safety and safety measures do
not compromise security.

9.2 ZexREEF= U T oKX, AMAE
5. L mEAL#ET 5 It ﬁ@ﬁ%%%o
TWb, EX=2 U7 ¢ R NPELEMEEBRIC
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XIS N FETHRFSNFETEND
RETH D,

27




9.3 To ensure that safety and security are
the
may a
Body the
interfaces between safety and security in
This may
be the regulatory body if the regulatory
body has responsibility for both the safety

implemented in a compatible manner,
have designated

for

government

Responsible managing

relation to radioactive sources.

and security of radioactive sources under
the regulatory infrastructure.

9.3 ettt X=2 VT A B FE LRV EIE
TERITSINDZ EEMSLT H720ITIE. BN
X, BURBBEICET 2Rl eEX2 YT 4D
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bOLMAERERET D ENTE D, HKlHE
DBEIEEO T, BEHRIROZ 2B L0t X
2V T 4 OWMFITHTHEMLERF> TV
X, ZAUTHEEERE T L,

9.4 In the use of radioactive sources for
well logging, there may be an interface
between security and safety measures with
regard to access to information. For safety
information on the locations and

characteristics of radioactive sources and

purposes,

the safety measures in place may need to be
this
information may also be of potential value
to an adversary and therefore
require

readily accessible. However,
security
that the

sensitive

considerations may
confidentiality of
information be protected. Guidance on the
and confidentiality of
sensitive information in nuclear security
is provided in the TAEA NSS publication on
the and Confidentiality of
Sensitive Information in Nuclear Security,
Implementing Guide, preparation
(NST022) [xx]. An appropriate balance needs
to be maintained between the availability
of information for safety reasons and the

some

protection

Protection

in

need to protect sensitive information for
security reasons.
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Security Measures:

X a7 xR

Nuclear security considerations

9.5. The accidental loss of well logging
sources, which may have security as well as
safety implications, is addressed through
the control measures described in Section
8. The primary security concerns

therefore the possibility of theft
sabotage of radioactive sources. It should

are
or

be noted that effective security measures
inherent benefit
of

will also provide some

toward preventing accidental loss

control.

BtxalT 1 DEE

9.5, X2 VT 4 3L bAALLEMEORESL
FEo b LAL7Ze W HE T B8 O U R IR 0 35 i
FI72fdlt, B27 va v s8ici#ian-g8
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9.6 Safety measures designed against the
of for
protection against radiation incidents can

loss radioactive sources or

HCR BRI O 5 F T XU B R DO B 12 %
LEkEF SN ZeRTIT, Zh b ORFEOE
BIZH LTV O OR A zRZ#EdL 2 &
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also provide some benefit against the theft
For Category 4 sources,

is that
measures described in the Basic Safety
Standards [REF] the
element of intent involved in theft means

of those sources.

for example, it recommended

are used. However,
that additional considerations apply for
higher activity sources, and additional
and/or different security measures may be

needed to protect against theft.

WTEL, BT TY —4 ORIROBE 213,
BSS ICi#i SN TWad X2 T ¢ KN
AENDZ ENRHERIND, LrLENRD,
WHRUCER L TV D EEOERIL, & a6
DBIFEOT-DITEMOEEBNEH NS Z &
EEWRL, TLTCEBNMMEDY xR %e 2
X2 VT o KRN BEICK LB #ET 2729
B L INDDD Lty

9.7 The NSS provides guidance on how to
define the requirements for the security of
radioactive sources using graded
approach, based considerations of
threat, the nature of the sources, and the

relative attractiveness of the material for

a
on

use in a malicious act. NSS No. 11 suggests
using the IAEA’s categorization system [REF]
in order to assign a particular security
level to sources and to help define the
necessary security measures. Well logging
sources are typically assigned to Security
Level C, and not higher than Security Level
B. The security measures required for each
security function for Security Levels B and

C are described in detail in NSS 11.

9. TNSS X, &, MIFEOME, B X OHEE
172 TR 25 720 OB O A % ik 1 D % %2
WZHS T, BT e —F % HV Tk
FHFEOEX 2T 4 OIedDOEMZER
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VAT LAEMATH L ERET S, TR
BOMIFIE, EX=2U 7 0 LUL C AR
WZEY S THN, EXx2UT 4 - LUL BT
EEl7gwy, X270 1L B BXOC
DEDODOFEX2 T A EREICKLEREX 2
U ¢ kFEEIL, NSS Noll [ZEEMICIR_ ST
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9.8 It should be noted that due to their
small size, portability and the fact they
are most often used far from any secure
facility,
additional security measures or procedures
to ensure they remain adequately protected
and under control both during use and while
The specific details

well logging devices may need

they are not in use.
of such additional measures will depend on
the threat assessment. NSS 11 also contains
illustrative security measures including
those for mobile operation where measures
applicable to a fixed installation are not
practicable.
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